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DETAILED ACTION 
Applicant amends claims 1-3, 5-6, 8-20 and 23-25. Claims 1-20 and 23-25 are 
presented for examination. 

Response to Arguments 
Applicant's arguments with respect to claims 1-20 and 23-25 have been 
considered but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that form 
the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

1 . Claims 1 -9, 1 2, 1 9, 20 and 23 are rejected under 35 U.S.C. 1 02(b) as being 
anticipated by Oho et al (U.S. Pat Pub 2002/0184515 A1), hereinafter referred to as 
Oho. 

Re claim 1 : Oho teaches an information device (Abstract: lines 12-14), 
comprising: 

means for storing an encrypted content whose use requires a license (1|6-f7; Fig 

68); 

means for storing the license, the license including grouped device identification 
information for grouping and identifying a plurality of information devices that includes 
the information device, the plurality of information devices being authorized to decrypt 
the encrypted content (Figs: 7a & 7b; f7; f20); 



Application/Control Number: 1 0/51 9,846 Page 3 

Art Unit: 2435 

means for storing user data including (a) the grouped device identification 
information, (b) key information commonly provided to a device group that includes the 
plurality of information devices, and (c) a group identifier provided to the device group, 
wherein the means for storing the user data stores the grouped device identification 
information and the key information together with the group identifier (Figs: 7a & 7b; 
H109-H110); and 

means for reading out the grouped device identification information from the 
license, for reading out the key information from the user data based on the grouped 
device identification information, and for decrypting the encrypted content, based on the 
key information (Fig 12, particularly elts: S212, S213, S217-S220; 1J7; f147-f148). 

Re claim 2 : Oho teaches the means for storing the encrypted content associates 
license identification information [license information identifier] for identifying the license 
to the encrypted content, the license including the license identification information and 
the grouped device identification information (Figs 7a, 7b and 67B; f313). 

Re claim 3 : Oho teaches the means for reading out reads out the license 
identification information the grouped device identification information is associated with 
the read license identification information; and the key information is associated with the 
read grouped device identification information (Fig 7a & 7b; H129; H138). 

Re claim 4 : Oho teaches means for requesting an information server to register 
the device group in the information server (111 09). 
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Re claim 5 : Oho teaches means for requesting the information server to register 
the information device (1155), and to submit the grouped device identification information 
and the key information to the information device (f18; f139). 

Re claim 6 : Oho teaches means for storing unique device identification 
information for identifying the information device from other information devices 
structurally similar to the information device (1146); and means for requesting the 
information server to register in the information server the unique device identification 
information (f40; f46; f109). 

Re claim 7 : Oho teaches means for producing the unique device identification 
information (f110-f111). 

Re claim 8 : Oho teaches means for requesting the information server to delete 
from the information server the unique device identification information (f67; 11233; 
H235). 

Re claim 9 : Oho teaches the device group, includes a plurality of information 
devices owned by one user (f 1 1 1 ). 

Re claim 12 : Oho teaches the encrypted content, includes at lest one of text 
data, still image data, moving image data, or voice data (f 105). 

Re claim 19 : Oho teaches an information processing system, comprising: 

an information server (f2; f172); and 

an information device configured to receive a service from the information server 
through communication lines (1|7), wherein 



Application/Control Number: 1 0/51 9,846 Page 5 

Art Unit: 2435 

the information server includes means for registering the information device 
according to a service registration request from the information device (f40; f46), for 
associating grouped device identification information and key information to a group 
identifier (f 120-f121 ; 11176), for registering the grouped device identification information 
and the key information (f1 20-^1 21 ; 1f176), and for providing the grouped device 
identification information and the key information to all information devices in a device 
group (f120-f121 ; f176), the grouped device identification information grouping and 
identifying a plurality of the information device including the information device, the key 
information associated with an encrypted content (f120-f121 ; f176), and 

the information device (Abstract: lines 12-14) includes: 

means for storing the encrypted content (H6-f7; Fig 68); 

means for storing a license, the license including the grouped device 
identification information (Figs: 7a & 7b; f7; f20); 

means for storing user data that includes the grouped device identification 
information and the key information, which are provided from the information server, 
and the group identifier, the means for storing the user data storing the grouped device 
identification information and the key information together with the group identifier (Figs: 
7a&7b;f109-f110);and 

means for reading out the grouped device identification information from the 
license, for reading out the key information from the user data based on the grouped 
device identification information, and for decrypting the encrypted content based on the 
key information (Fig 12, particularly elts: S212, S213, S217-S220; V\ f147-f148). 
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Re claim 20 : Claim 20 is rejected under similar grounds as those provided in 
claim 1. 

Re claim 23 : Claim 23 is rejected under similar grounds as those provided in 
claim 1. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 10-1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Oho et al (U.S. Pat Pub 2002/0184515 A1), hereinafter referred to as Oho, in view of 
Tanaka et al (U.S. Pat Pub 2002/01 14466 A1), hereinafter referred to as Tanaka. 

Re claim 10 : Oho teaches all the limitations of claim 1 as previously discussed. 
Tanaka teaches the key information, corresponds to a device node key allocated to the 
device group, which is a node in a bottom layer among a plurality of node keys in a 
hierarchical tree structure, wherein each of the node keys is encrypted and corresponds 
to a different node in the hierarchical tree structure, which branches off from a top layer 
to the bottom layer, the encrypted content, is multiply encrypted by each of the node 
keys on a path in the hierarchical tree structure from the device node key to a root key, 
the root key being a node key in the top layer of the hierarchical tree structure, and the 
means for reading out sequentially decrypts each of the node keys on the path from the 
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bottom layer to the top layer in the hierarchical tree structure, using the key information 
as the device node key to obtain the root key, and then decrypts the encrypted content 
by using the obtained root key (Figs 12, 18A, 18B & 18C; fl37-fl40). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of Oho with the teachings of 
Tanaka, for the purpose of providing a key encrypting key system for protecting 
multimedia content, as is well known in the art. 

Re claim 1 1 : The combination of Oho and Tanaka teaches the encrypted 
content, is encrypted by a content key that is encrypted by the root key, and the means 
for reading out decrypts the content key by using the root key, and then decrypts the 
encrypted content using the decrypted content key (Tanaka: 1|1 1). 

3. Claims 13, 14, 16-18, 24 and 25 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Oho et al (U.S. Pat Pub 2002/0184515 A1), hereinafter referred to as 
Oho, in view of Alain et al (U.S. Pat Pub 2003/01 101 31 A1 ), hereinafter referred to as 
Alain. 

Re claim 13 : Oho teaches an information server (f2; H172), comprising: 
means for registering the one of a plurality of information devices according to a 

service registration request from the one of the information devices (f40; f46; f47; f54; 

f55; f62), for associating grouped device identification information and key information 

to a group identifier, for registering the grouped device identification information (H120- 

f121 ; f176-f177) and the key information 108). 
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However, Alain teaches for providing the grouped device identification 
information and the key information to all information devices in a device group 
including the plurality of information devices, the grouped device identification 
information grouping and identifying the plurality of information devices, the key 
information associated with an encrypted content (f13; f15; f17). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of Oho with the teachings of Alain, 
for the purpose of providing access control to a plurality of devices held by a single 
entity, as taught by Alain. 

The combination of Oho and Alain teaches: 

means for receiving a license request from the one of the information devices, 
the license request including the grouped device identification information (Oho: f18); 
and 

means for determining whether to charge for providing a license from the 
information server, based on whether the grouped device identification information is 
registered by the means for registering (Oho: f 123; H356). 

Re claim 14 : The combination of Oho and Alain teaches means for extracting 
device identification that identifies the one of the information devices from a device 
registration request from the one of the information devices, for associating the device 
identification information with the group identifier, and for registering the device 
identification information according to the device registration request (Oho: f40; Fig 
19 A). 
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Re claim 16 : The combination of Oho and Alain teaches means for extracting 
deletes the device identification information, which is specified by a device registration 
deletion request from the one of the information devices information (Oho: f67; f233; 
U235). 

Re claim 17 : The combination of Oho and Alain teaches means for providing the 
license specified by the license request to the one of the information devices according 
to the license request (Oho: 1f1 23; f328; H356); and means for extracting the grouped 
device identification information from the license request and for determining whether to 
charge for providing the license from the means for providing, based on whether the 
extracted grouped device identification information is registered by the means for 
registering (Oho: f123; f328; f356). 

Re claim 18 : The combination of Oho and Alain teaches the device group 
includes a plurality of information devices owned by one user (Oho: f 1 1 1 ). 

Re claim 24 : Claim 24 is rejected under similar grounds as those provided in 
claim 13. 

Re claim 25 : Claim 25 is rejected under similar grounds as those provided in 
claim 13. 

4. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over Oho et 
al (U.S. Pat Pub 2002/0184515 A1), hereinafter referred to as Oho, in view of Alain et al 
(U.S. Pat Pub 2003/01 10131 A1), hereinafter referred to as Alain, in further view of 
O'Neil (U.S. Pat Pub 2002/0085490 A1), hereinafter referred to as O'Neil. 
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Re claim 15 : The combination of Oho and Alain teaches all the limitations of 
claim 14 as previously discussed. 

However, O'Neil teaches after the number of device identification information 
registered in one device group reaches a predetermined number, the device registration 
management means for extracting refuses a device registration request from a new 
information device belonging to the device group, after a number of information devices 
that correspond to device identification information that is registered in the device group 
reaches a predetermined number (f6). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of Oho and Alain with the teachings 
of O'Neil, for the purpose of preventing too many devices from entering a group and 
degrading group communication performance. 

Conclusion 

Examiner's Note: Examiner has cited particular columns and line numbers in the 
references applied to the claims above for the convenience of the applicant. Although 
the specified citations are representative of the teachings of the art and are applied to 
specific limitations within the individual claim, other passages and figures may apply as 
well. It is respectfully requested from the applicant in preparing responses to fully 
consider the references in entirety as potentially teaching all or part of the claimed 
invention, as well as the text of the passage taught by the prior art or disclosed by the 
examiner. 
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In the case of amending the claimed invention, Applicant is respectfully 
requested to indicate the portion(s) of the specification which dictate(s) the structure 
relied on for proper interpretation and also to verify and ascertain the metes and bounds 
of the claimed invention. 
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